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import logging

import json

import time

from enum import Enum

from dataclasses import dataclass, field, asdict
from typing import Dict, Any, Optional, List
from datetime import datetime

class LogCategory(Enum):
nn "EE'“OII:O'I Ej 9|'E‘I|J_|_E—|" nn

MARKET_DATA = "market_data" # AZO[O]E] =4
SIGNAL = "signal" # M ASs MY
ORDER = "order" # T2 MHFT|
FILL = "fill" # MEd e
POSITION = "position" # ZX|M HEY



RISK = "risk"

SYSTEM = "system"

ERROR = "error"

PERFORMANCE = "performance"
AUDIT = "audit"
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@dataclass
class TradinglLogEntry:
" pzsiE sao|d 2 dl=alt
timestamp: str
category: str
level: str
strategy: str
message: str
data: Dict[str, Any] = field(default_factory=dict)
correlation_id: Optional[str] = None # Z&T O[HIE
sequence_num: int = 0 # =M BEZE

=t

def to_json(self) -> str:
return json.dumps(asdict(self), ensure_ascii=False)

@classmethod
def create(
cls,
category: LogCategory,
level: str,
strategy: str,
message: str,
**kwargs
) -> 'TradinglLogEntry"':
return cls(
timestamp=datetime.utcnow().isoformat() + 'Z',
category=category.value,
level=1level,
strategy=strategy,
message=message,
data=kwargs

1.3 27 2j|l =k
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class TradinglLoglevels:
nn "EE‘”OI%I x._‘l% Ej_ E_”Hél 7|_O|EH nn

GUIDELINES = {
"CRITICAL'": {

"description': 'A|AH ZSHt o XHH 7',



"examples': [
‘24 APT QI A",
'CHlO[E{H|0|A HH £},
"H|AF HX| (Emexrgency Stop)

Hi= '
= o ’
'AEZ Es e EE,
]I
'action': 'ZA| 22 + Xs =X|',
}I
"ERROR": {
‘description’: 'H& 20 JdEES F=2F
'examples': [
'FEHME 4D (API 27F) ",
"AlZ OO =4 ST,
"EXM 2R LR,
'2|A3 ShE RIEE,
]I
'action': ' + 2 7|2,
}I
"WARNING': {
‘description': 'ZEIHH ZA| E=H|Yel g
"examples': [
'MEE X5,
= (15PN AT o) =
HEEAMZE LM,
'EECR O =E I,
]I
'action': 'ZL|EZ L35,
}I
"INFO': {
'description': ' 2P ZEHA OHIE',
'examples': [
'FEME/ANE/FL,
"EX|M E /-,
THEFAS e,
e MY,
]I
‘action': "=t I|E",
}I
'DEBUG': {
‘description': 'AMICIHZ HE"',
"examples': [
‘X|E AL ED,
'BIHE AR,
'ElATHS MM,
'FE oEt0[E HAM,
]I
‘action': 'JHE/C{HHZ Alof Tt &M S,

}I
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import uuid
from contextlib import contextmanager
from contextvars import ContextVar

# HEIAE HL-Z Ao ID 22|
_correlation_id: ContextVar[Optional[str]] = ContextVar('correlation_id', default=None)
_sequence_counter: ContextVar[int] = ContextVar('sequence_counter', default=0)

@contextmanager

def trading_context(strategy: str, trigger: str = ''):
""rEo|d HEIAE — ZE O|MIEE StLte| IDE /2"
corr_id = f"{strategy}_ {uuid.uuid4().hex[:12]}"
token = _correlation_id.set(corr_id)
seq_token = _sequence_counter.set(0)
try:

yield corr_id

finally:
_correlation_id.reset (token)
_sequence_counter.reset(seq_token)

def get_correlation_id() -> Optional[str]:
return _correlation_id.get()

def next_sequence() -> int:
current = _sequence_counter.get()
_sequence_counter.set(current + 1)
return current

class CorrelationTracker:

nunAOI_J—i}_ ID 7||:'|_|- OIHJE i‘”ol_l $K__||unu

def __init__ (self):
self._chains: Dict[str, List[TradinglLogEntry]] = {}

def add_event(self, entry: TradinglLogEntry):
corr_id = entry.correlation_id
if corr_id:
if corr_id not in self._chains:
self._chains[corr_id] = []
self._chains[corr_id].append(entry)

def get_chain(self, correlation_id: str) -> List[TradinglLogEntry]:

nn "Aol'-‘_l_-"l' IDE x._'{i‘” OltﬂE i‘”ol_l _DEil nmun



return self._chains.get(correlation_id, [])

def reconstruct_trade_lifecycle(self, correlation_id: str) -> dict:
"rOHo) AT R
chain = self.get_chain(correlation_id)
if not chain:
return {}

lifecycle = {
'correlation_id': correlation_id,
"start_time': chain[@].timestamp,
"end_time': chain[-1].timestamp,
"event_count': len(chain),
'categories': [e.category for e in chain],
'errors': [e for e in chain if e.level == 'ERROR'],
"timeline': []

for event in chain:
lifecycle['timeline'].append({
"time': event.timestamp,
'category': event.category,
'message’: event.message,
"level': event.level

)

return lifecycle

M2%: st 22 A|AH =
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import sys

import logging

import json

import traceback

from typing import Any, Dict, Optional

from datetime import datetime

from pathlib import Path

from logging.handlers import RotatingFileHandler, TimedRotatingFileHandler

class StructuredFormatter(logging.Formatter):
llllll?}_i}_ JSON ?_j_ EDHE_IIIHII

def __init__ (self, service_name: str = "trading-bot"):
super().__init_ ()



self.service_name = service_name

def format(self, record: logging.LogRecord) -> str:
log_data = {
"timestamp': datetime.utcfromtimestamp(record.created).isoformat() + 'Z',
'level': record.levelname,
'logger': record.name,
'message': record.getMessage(),
'service': self.service_name,

# =7t EE (extra EMUZAAM)
extra_fields = {}
standard_attrs = {

'name', 'msg', 'args', 'created', 'relativeCreated',
'exc_info', 'exc_text', 'stack_info', 'lineno', 'funcName',
"filename', 'module', 'levelno', 'levelname', 'pathname',
"thread', 'threadName', 'process', 'processName', 'msecs',
"taskName', 'message'’

for key, value in record.__dict__.items():
if key not in standard_attrs and not key.startswith('_'):
extra_fields[key] = value

if extra_fields:
log_data['data'] = extra_fields

# 02 M=
if record.exc_info and record.exc_info[Q]:
log_data[ 'exception'] = {
"type': record.exc_info[@].__name__,
'message': str(record.exc_info[1]),
"traceback': traceback.format_exception(*record.exc_info)

# 2tz ID

corr_id = _correlation_id.get()

if corr_id:
log_data[ 'correlation_id'] = corr_id
log_datal[ 'sequence'] = next_sequence()

return json.dumps(log_data, ensure_ascii=False, default=str)

class TradinglLogger:

"""EE-'”OI[_aI XI_'I% ?_}_il_ §_7'|"”"

def __init_ (
self,
name: str,
log_dir: str = "logs",
max_bytes: int = 100 * 1024 * 1024, # 100MB



backup_count: int = 30,
console_level: int = logging.INFO,
file_level: int = logging.DEBUG

self.logger = logging.getlLogger(name)

self.logger.setlLevel(logging.DEBUG)
self.logger.handlers.clear()

log_path = Path(log_dir)
log_path.mkdir(parents=True, exist_ok=True)

formatter = StructuredFormatter(service_name=name)

# Z&

|-oll
no mn

24

console = logging.StreamHandler(sys.stdout)
console.setlLevel(console_level)
console.setFormatter(formatter)
self.logger.addHandler (console)

# AN 23 ot (2E(o|M)

all_handler = RotatingFileHandlexr(
log_path / "trading.log",
maxBytes=max_bytes,
backupCount=backup_count,
encoding='utf-8'

)

all_handler.setlLevel(file_level)

all_handler.setFormatter(formatter)

self.logger.addHandler(all_handler)

# 7| 02|d 22| 23
self._category_handlers = {}
for category in LogCategory:
handler = RotatingFileHandler(
log_path / f"{category.value}.log",
maxBytes=max_bytes // 5,
backupCount=10,
encoding='utf-8'
)
handler.setlLevel(logging.DEBUG)
handler.setFormatter(formatter)
handler.addFilter(CategoryFilter(category.value))
self.logger.addHandler (handler)
self._category_handlers[category.value] = handler

# 02 ME ot

error_handler = RotatingFileHandlex(
log_path / "errors.log",
maxBytes=max_bytes // 2,
backupCount=30,
encoding='utf-8'

)

error_handler.setlLevel(logging.ERROR)



def

def

def

def

def

def

def

def

error_handler.setFormatter(formatter)
self.logger.addHandler (error_handler)

order(self, message: str, **kwargs):
nn II¥E_ El_% _EL:" nn

self.logger.info(message, extra={'category': 'order',6 **kwargs})

fill(self, message: str, **kwargs):
nn "i‘”je:l El_% _EL:" nn

self.logger.info(message, extra={'category': 'fill', **kwargs})

signal(self, message: str, **kwargs):
nn "Kl_-IE_‘F A._Ii _EL:" nn

self.logger.info(message, extra={'category': 'signal', **kwargs})

position(self, message: str, **kwargs):
nn "i‘_'l‘_xllAj Hljjo:i ?_j_" nn

self.logger.info(message, extra={'category': 'position', **kwargs})

risk(self, message: str, level: str = 'WARNING', **kwargs):
"trEja3 olME 23

log_func = getattr(self.logger, level.lower(), self.logger.warning)
log_func(message, extra={'category': 'risk', **kwargs})

market_data(self, message: str, **kwargs):
nn llAl(xD}_ E_”OlE_I Ejll nn
self.logger.debug(message, extra={'category': 'market_data', **kwargs})

perf(self, message: str, **kwargs):
nn llg% D'”Eé! Ejll nn

self.logger.info(message, extra={'category': 'performance', **kwargs})

audit(self, message: str, **kwargs):
nn ||7=|.A|_ _%_&‘I Ejll nn

self.logger.info(message, extra={'category': 'audit', **kwargs})

class CategoryFilter(logging.Filter):
nn ";l’E‘”__'[_E-ltéj "_éIE'I nmonn

def

def

__init__ (self, category: str):

super().__init__ ()
self.category = category

filter(self, record: logging.LogRecord) -> bool:
return getattr(record, 'category', '') == self.category



from enum import Enum

from typing import Optional

from dataclasses import dataclass
import time

class OrderStatus(Enum):
CREATED = "created"
SUBMITTED = "submitted"
ACKNOWLEDGED = "acknowledged"

PARTIALLY_FILLED = "partially_filled"

FILLED = "filled"
CANCELLED = "cancelled"
REJECTED = "rejected"
EXPIRED = "expired"
FAILED = "failed"

@dataclass

class OrderEvent:
""URE OHIE JIE
order_id: str
status: OrderStatus
timestamp_ns: int
details: Dict[str, Anyl]

class OrderLifecyclelogger:

TR MEET| MH R 2

def __init__ (self, logger: TradinglLogger):

self.logger = logger

self._active_orders: Dict[str, List[OrderEvent]] = {}

def on_order_created(
self,
order_id: str,
symbol: str,
side: str,
order_type: str,
quantity: float,
price: Optional[float] = None,
strategy: str = "",
reason: str = ""

"rrEE A A

event = OrderEvent(
order_id=order_id,
status=0rdexrStatus.CREATED,

timestamp_ns=time.time_ns(),

details={

"symbol': symbol, 'side':

"type': order_type,

'quantity': quantity, 'price': price,

'strategy': strategy, 'reason':

reason



def

def

self._active_orders[order_id] = [event]

self.logger.order(
f'"=F Md: {side} {quantity} {symbol} @ {price or 'MARKET'}",
order_id=order_id,
symbol=symbol,
side=side,
order_type=order_type,
quantity=quantity,
price=price,
strategy=strategy,
reason=reason

on_order_submitted(self, order_id: str, exchange_order_id: str = ""):
"TEENE tE
event = OrderEvent(
order_id=order_id,
status=0rderStatus.SUBMITTED,
timestamp_ns=time.time_ns(),
details={'exchange_order_id': exchange_order_id}

if order_id in self._active_oxrders:
self._active_orders[order_id].append(event)

# Mo o ME XA AIZE AL
created_ns = self._active_orders[order_id][@].timestamp_ns
submit_latency_us = (event.timestamp_ns - created_ns) / 1000

self.logger.order
"FEME 22 (X[9: {submit_latency_us:.0f}ys)",
order_id=order_id,
exchange_order_id=exchange_order_id,
submit_latency_us=submit_latency_us

on_order_filled(

self,

order_id: str,
fill_price: float,
fill_quantity: float,
commission: float = 0,
is_partial: bool = False

nlln_;'c__'E_ iﬂjE:‘llllll

status = OrderStatus.PARTIALLY_FILLED if is_partial else OrderStatus.FILLED

event = OrderEvent(
order_id=order_id,
status=status,

10



timestamp_ns=time.time_ns(),
details={
'fill_price': fill_price,
'fill_quantity': fill_quantity,
'commission': commission,
'is_partial': is_partial

if order_id in self._active_orders:
self._active_orders[order_id].append(event)

# AN MHFT| AlZE
created_ns = self._active_orders[order_id][@].timestamp_ns
lifecycle_ms = (event.timestamp_ns - created_ns) / 1_000_000

# Se|u|X| ALt
original_price = self._active_orders[order_id][@].details.get('price")
slippage = 0@
if original_price and original_price > 0:
slippage = (fill_price - original_price) / original_price * 10000 # bps

self.logger.fill(
f"MZ: {fill_quantity} @ {fill_price} (s==2: {commission})",
order_id=order_id,
fill_price=fill_price,
fill_quantity=fill_quantity,
commission=commission,
slippage_bps=round(slippage, 2),
lifecycle_ms=round(lifecycle_ms, 2),
is_partial=is_partial

if not is_partial:
self._finalize_order(ordexr_id)

def on_order_rejected(self, order_id: str, reason: str):
tUhEmE R
self.logger.order (
"FE HE: {reason}",

order_id=order_id,

rejection_reason=reason
)
self._finalize_order(order_id)

def on_order_cancelled(self, order_id: str, reason: str = ""):
tUUEE F A
self.logger.order(
"Z=E F A {reason or 'AIEX} 2H'}",
order_id=order_id,
cancel_reason=reason

)

self._finalize_order(order_id)

11



def _finalize_order(self, order_id: str):
"TEE RE - N MYHFT| eI
events = self._active_orders.pop(order_id, [])
if not events:
return

lifecycle_summary = {
'order_id': order_id,
'"total_events': len(events),
'statuses': [e.status.value for e in events],
"duration_ms': (events[-1].timestamp_ns - events[@].timestamp_ns) / 1le6,
'final_status': events[-1].status.value,

self.logger.audit(
"2 MY=7| &2 : {order_id}",
**]1ifecycle_summary

def get_active_orders_summary(self) -> List[dict]:
U B FE 29
summaries = []
for order_id, events in self._active_orders.items():
summaries.append({
'order_id': order_id,
'current_status': events[-1].status.value,
'age_ms': (time.time_ns() - events[@].timestamp_ns) / 1le6,
"event_count': len(events)
})

return summaries

2.3 H|E7| 23 HIE

27 71=50| ofof 2Eo| 450 et

o

FX RE=E HIS7| HHE AL RLCY,

import asyncio
from asyncio import Queue
from typing import Callable

class AsyncLogBuffer:

HIIHHI%7I _%j. tHE_I _ DHDH $—E é;% Einlln

def __init__ (
self,
flush_interval: float = 1.0,
max_buffer_size: int = 10000,
writers: Optional[List[Callable]] = None

self._queue: Queue = Queue(maxsize=max_buffer_size)

12



self._flush_interval = flush_interval
self._writers = writers or []
self._running = False
self._dropped_count = 0
self._total_count = 0

def emit(self, log_entry: dict):
RIS - =R, B ESHAIEE"
self._total_count += 1
try:
self._queue.put_nowait(log_entry)
except asyncio.QueueFull:
self._dropped_count += 1

async def start(self):
"N TBRLRE SERA| RXE AR
self._running = True
while self._running:
await self._flush()
await asyncio.sleep(self._flush_interval)

# =2 A| X0l 21 Z2{A|
await self._flush()

async def _flush(self):
TUEel 218 AF 7=
batch = []
while not self._queue.empty() and len(batch) < 1000:
try:
entry = self._queue.get_nowait()
batch.append(entry)
except asyncio.QueueEmpty:
break

if not batch:
return

for writer in self._writers:
try:
if asyncio.iscoroutinefunction(writer):
await writer(batch)
else:
writer(batch)
except Exception as e:
print(f"21 7|2 Adj: {e}")

def stop(self):
self._running = False

@property
def stats(self) -> dict:
return {
"total': self._total_count,

13



"dropped': self._dropped_count,
'drop_rate': self._dropped_count / max(self._total_count, 1),
"queue_size': self._queue.qgsize()

M3z 23 43} X & ojo|xajol
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import gzip

import shutil

from pathlib import Path

from datetime import datetime, timedelta

class LogFileManager:
mmon EE‘HOI %l ?_j_ El_()EI 'J_I_—"I'Elxl'" nn

def __init__ (self, base_dir: str = "logs"):
self.base_dir = Path(base_dir)
self.base_dir.mkdir(parents=True, exist_ok=True)

def get_log_path(self, category: str, date: Optional[datetime] = None) -> Path:
"tUERE 27 ol g2
date = date or datetime.utcnow()
date_dir = self.base_dir / date.strftime('%Y-%m-%d"')
date_dir.mkdir(parents=True, exist_ok=True)
return date_dir / f"{category}.jsonl"

def write_batch(self, category: str, entries: List[dict]):
IIIIIIHHil 7|§ — %x}‘&‘l ijl"""

path = self.get_log_path(category)

# BRI A7)0 LAl oY - 0|5 BE

lines = '\n'.join(json.dumps(e, ensure_ascii=False) for e in entries)

with open(path, 'a', encoding='utf-8') as f:
f.write(lines + '\n')

def compress_old_logs(self, days_threshold: int = 7):
nn "_Q_EHEI_I ?_j_ El_%l% gzipg?_ %'.:7_%" nn

cutoff = datetime.utcnow() - timedelta(days=days_threshold)
for date_dir in sorted(self.base_dir.iterdir()):

if not date_dir.is_dir():
continue

14



try:

dir_date = datetime.strptime(date_dir.name, '%Y-%m-%d")
except ValueError:

continue

if dir_date >= cutoff:
continue

for log_file in date_dir.glob('*.jsonl'):
gz_path = log_file.with_suffix('.jsonl.gz")
if gz_path.exists():
continue

with open(log_file, 'rb') as f_in:
with gzip.open(gz_path, 'wb', compresslevel=6) as f_out:
shutil.copyfileobj(f_in, f_out)

log_file.unlink()
print(f"&=: {log_file} - {gz_path}")

def delete_old_logs(self, days_threshold: int = 90):

def

nn n_?_EHEl_I Ej. A-!'X‘”" nn

cutoff = datetime.utcnow() - timedelta(days=days_threshold)

for date_dir in sorted(self.base_dir.iterdir()):
if not date_dir.is_dir():
continue

try:

dir_date = datetime.strptime(date_dir.name, '%Y-%m-%d")
except ValueError:

continue

if dir_date < cutoff:
shutil.rmtree(date_dir)
print(f"Alx|: {date_dir}")

get_disk_usage(self) -> dict:
""tET CAT A =5"""
total_size = 0

file_count = 0

category_sizes = {}

for path in self.base_dir.rglob('*'):
if path.is_file():
size = path.stat().st_size
total_size += size
file_count += 1

category = path.stem.split('.')[0]

category_sizes[category] = category_sizes.get(category, @) + size

return {

15



"total_bytes': total_size,
"total_mb': round(total_size / 1024 / 1024, 2),
'file_count': file_count,
'by_category': {
k: round(v / 1024 / 1024, 2)
for k, v in sorted(category_sizes.items(), key=lambda x: -x[1])

3.2 SQLite 7|8t 21 HTA

w2 2|7t 2ot My == SQLited]| MERLIC

import sqlite3
from contextlib import contextmanager
from typing import Generator

class SQLitelLogStore:
nllnsQLite 7|HI_|' Ea'lloll:él Ej. x_lxol.ﬁllllll

def __init__ (self, db_path: str = "logs/trading_logs.db"):
self.db_path = db_path
self._init_db()

def _init_db(self):
T STTIIENE SRR
with self._connect() as conn:
conn.executescript("""
-- FE 23H|0o|E
CREATE TABLE IF NOT EXISTS order_logs (
id INTEGER PRIMARY KEY AUTOINCREMENT,
timestamp TEXT NOT NULL,
order_id TEXT NOT NULL,
correlation_id TEXT,
strategy TEXT NOT NULL,
symbol TEXT NOT NULL,
side TEXT NOT NULL,
order_type TEXT NOT NULL,
quantity REAL NOT NULL,
price REAL,
status TEXT NOT NULL,
fill_price REAL,
fill_quantity REAL,
commission REAL DEFAULT @,
slippage_bps REAL DEFAULT @,
latency_us REAL,
error_message TEXT,
raw_data TEXT

16



-- EXMHEHAE 2O

CREATE TABLE IF NOT EXISTS position_logs (
id INTEGER PRIMARY KEY AUTOINCREMENT,

timestamp TEXT NOT NULL,
strategy TEXT NOT NULL,
symbol TEXT NOT NULL,
action TEXT NOT NULL,
quantity_before REAL,
quantity_after REAL,
avg_price REAL,
realized_pnl REAL,
unrealized_pnl REAL,
trigger_order_id TEXT

) E

-- 2lAZoHIE 21

CREATE TABLE IF NOT EXISTS risk_events (
id INTEGER PRIMARY KEY AUTOINCREMENT,

timestamp TEXT NOT NULL,
strategy TEXT,
event_type TEXT NOT NULL,
severity TEXT NOT NULL,
description TEXT,
metrics TEXT,
action_taken TEXT

)

- Msoj=s 21

CREATE TABLE IF NOT EXISTS performance_metrics (
id INTEGER PRIMARY KEY AUTOINCREMENT,

timestamp TEXT NOT NULL,
metric_name TEXT NOT NULL,
value REAL NOT NULL,
tags TEXT

) §

__ olElA
2l Eles

CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX

")

@contextmanager

def _connect(self)

conn
conn
conn
conn

IF
IF
IF
IF
IF
IF
IF
IF

NOT
NOT
NOT
NOT
NOT
NOT
NOT
NOT

EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS

idx_order_timestamp ON order_logs(timestamp);
idx_order_strategy ON order_logs(strategy);
idx_order_symbol ON order_logs(symbol);
idx_order_correlation ON order_logs(correlation_i
idx_position_timestamp ON position_logs (timestamp
idx_risk_timestamp ON risk_events(timestamp);
idx_perf_timestamp ON performance_metrics(timests
idx_perf_name ON performance_metrics(metric_name)

-> Generator[sqlite3.Connection, None, None]:

sqlite3.connect(self.db_path)
.row_factory = sqlite3.Row
.execute("PRAGMA journal_mode=WAL")
.execute("PRAGMA synchronous=NORMAL")

17
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def

def

try:
yield conn
conn.commit()

except Exception:
conn.rollback()
raise

finally:
conn.close()

insert_order_log(self, **kwargs):
"UUEE R MY
with self._connect() as conn:
conn.execute("""
INSERT INTO order_logs

(timestamp, order_id, correlation_id, strategy, symbol,
side, order_type, quantity, price, status,

fill_price, fill_quantity, commission, slippage_bps,

latency_us, error_message, raw_data)

VALUES (?, 2, 2, ?, 2?2, 2, ?, 7,

)
8 p

?

’

?

’

?

’

5

8 p

?

80

5

8 p

?

80

kwargs.get('timestamp', datetime.utcnow().isoformat()),

kwargs.get('order_id', ''),
kwargs.get('correlation_id'),
kwargs.get('strategy', ''),
kwargs.get('symbol', ''),
kwargs.get('side', ''),
kwargs.get('order_type', ''),
kwargs.get('quantity', 0),
kwargs.get('price'),
kwargs.get('status', ''),
kwargs.get('fill_price'),
kwargs.get('fill_quantity'),
kwargs.get('commission', @),
kwargs.get('slippage_bps', 0),
kwargs.get('latency_us'),
kwargs.get('error_message'),
kwargs.get('raw_data')

))

query_orders (

self,

strategy: Optional[str] = None,
symbol: Optional[str] = None,
start_time: Optional[str] = None,
end_time: Optional[str] = None,
status: Optional[str] = None,
limit: int = 100

) -> List[dict]:

IIIIII¥E_ ?_2 i?j ?:‘IIA—‘H”"”
conditions = []
params = []

if strategy:
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conditions.append("strategy = ?")

params.append(strategy)
if symbol:

conditions.append("symbol = ?")

params.append(symbol)
if start_time:

conditions.append("timestamp >= ?")

params.append(start_time)
if end_time:

conditions.append("timestamp <= ?")

params.append(end_time)
if status:

conditions.append("status = ?")

params.append(status)

where = f"WHERE {' AND '.join(conditions)}" if conditions else ""

with self._connect() as conn:
rows = conn.execute(

f"SELECT * FROM order_logs {where} ORDER BY timestamp DESC LIMIT ?",

params + [limit]
). fetchall()

return [dict(row) for row in rows]

get_daily_summary(self, date: str) -> dict:

"nrolol Jiaf oF
with self._connect() as conn:
stats = conn.execute("""
SELECT

COUNT(*) as total_orders,

SUM(CASE WHEN status
SUM(CASE WHEN status
SUM(CASE WHEN status
AVG(slippage_bps) as

= 'filled' THEN 1 ELSE @ END) as filled,
'rejected' THEN 1 ELSE @ END) as rejected,

= 'cancelled' THEN 1 ELSE © END) as cancelled,
avg_slippage_bps,

AVG(latency_us) as avg_latency_us,
SUM(commission) as total_commission,

AVG(CASE WHEN status
FROM order_logs
WHERE timestamp LIKE ?

= 'filled' THEN fill_price END) as avg_fill_price

" (fU{date}%",)).fetchone()

return dict(stats) if stats else {}

t Elasticsearch HSQIL|C}.

from elasticsearch import Elasticsearch, helpers
from typing import List, Dict
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class ElasticsearchLogShipper:
"""Elasticsearch2 21 ™A&"""

def __init_ (

self,
hosts: List[str] = ["http://localhost:9200"],
index_prefix: str = "trading-logs"

self.es = Elasticsearch(hosts)
self.index_prefix = index_prefix

def _get_index_name(self, date: Optional[datetime] = None) -> str:
date = date or datetime.utcnow()
return f"{self.index_prefix}-{date.strftime('%Y.%m.%d")}"

def create_index_template(self):
"ol A EES Mt
template = {
"index_patterns": [f"{self.index_prefix}-*"],
"mappings": {
"properties": {
"timestamp": {"type": "date"},
"level": {"type": "keyword"},
"category": {"type": "keyword"},
"strategy": {"type": "keyword"},
"symbol": {"type": "keyword"},
"order_id": {"type": "keyword"},
"correlation_id": {"type": "keyword"},
"side": {"type": "keyword"},
"status": {"type": "keyword"},
"quantity": {"type": "float"},
"price": {"type": "float"},
"fill_price": {"type": "float"},
"slippage_bps": {"type": "float"},
"latency_us": {"type": "float"},
"commission": {"type": "float"},
"pnl": {"type": "float"},
"message": {"type": "text"},
"data": {"type": "object", "enabled": False}

B

"settings": {
"number_of_shards": 1,
"number_of_replicas": 0,
"refresh_interval": "5s"

}

self.es.indices.put_template(name=self.index_prefix, body=template)
def ship_batch(self, entries: List[dict]):

nn HHHil 7(_'_/.\_n nn
o

actions = []

20



for entry in entries:
actions.append({
"_index": self._get_index_name(),
"_source": entry

)

if actions:
success, errors = helpers.bulk(self.es, actions, raise_on_error=False)
if errors:
print(f"ES X& 2F: {len(errors)}d")
return success

def search_orders(

self,
strategy: Optional[str] = None,
time_range: str = "24h",

status: Optional[str] = None,
size: int = 100

) -> List[dict]:
TR E 2T AT

must = [{"range": {"timestamp": {"gte": f"now-{time_range}"}}}]

if strategy:

must.append({"term": {"strategy": strategy}})
if status:

must.append({"term": {"status": status}})

result = self.es.search(
index=f"{self.index_prefix}-*",

body={
"query": {"bool": {"must": must}},
"sort": [{"timestamp": "desc"}],

"size": size

return [hit["_source"] for hit in result["hits"]["hits"]]

import re
from collections import Counter, defaultdict
from typing import Callable

class RealTimelogAnalyzer:

nunAEIAla_?_: ﬁE%‘I _E_A_.!jlunu
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def __init__ (self):
self._error_counter = Counter()
self._latency_buffer = defaultdict(list)
self._order_stats = defaultdict(lambda: {'total': O,
self._alert_rules: List[Callable] = []
self._window_seconds = 300 # 58 /A=

def process_entry(self, entry: dict):
"2 olER| AAIZERE|"
category = entry.get('category', '')
level = entry.get('level', '")

# oz 7128
if level in ('ERROR', 'CRITICAL'):

error_key = f"{category}:{entry.get('message', '')[:50]}"

self._error_counter[error_key] += 1

# FHE| 028 X2

if category == 'order':
self._process_order_log(entry)
elif category == 'performance':

self._process_performance_log(entry)

# 22| 75 ot
for rule in self._alert_rules:
alert = rule(entry, self.get_stats())
if alert:
self._handle_alert(alert)

def _process_order_log(self, entry: dict):
"thRF 2D A FE
data = entry.get('data', {})
strategy = data.get('strategy', 'unknown')

self._order_stats[strategy]['total'] += 1

status = data.get('status', '')

if status == 'filled':
self._order_stats[strategy]['filled'] += 1

elif status == 'rejected':

self._order_stats[strategy]['rejected'] += 1

# 2f0|EHA| =&

latency = data.get('latency_us') or data.get('submit_latency_us')

if latency:
self._latency_buffer[strategy].append(latency)
# A= 37| Mst
if len(self._latency_buffer[strategy]) > 10000:

: 0,

'rejected': 0})

self._latency_buffer[strategy] = self._latency_buffer[strategy][-5000:]

def _process_performance_log(self, entry: dict):
llllllgg E: i_lal"ll"

data = entry.get('data', {})

22



metric = data.get('metric_name', '')
value = data.get('value', 0)

if metric == 'latency':
segment = data.get('segment', 'unknown')
self._latency_buffer[segment].append(value)

def get_stats(self) -> dict:
"R S A =E
latency_stats = {}
for key, samples in self._latency_buffer.items():
if samples:
arr = np.array(samples[-1000:])
latency_stats[key] = {
'mean': float(np.mean(arr)),
'p50': float(np.median(arr)),
'p99': float(np.percentile(arr, 99)),
'max': float(np.max(arr)),
'samples': len(samples)

return {
'error_counts': dict(self._error_counter.most_common(10)),
'order_stats': dict(self._order_stats),
"latency': latency_stats

def add_alert_rule(self, rule: Callable):
nn IIOEI.EI ﬂ_i_! _;T(_jl_" nn

self._alert_rules.append(rule)

def _handle_alert(self, alert: dict):
nn IIOEI.EI i_l El maman

print(f"0 ALERT: {alert}")

def error_spike_rule(entry: dict, stats: dict) -> Optional[dict]:

"oy 23 AR AE

total_errors = sum(stats.get('error_counts', {}).values())

if total_errors > 50: # 52 Ll 50AH O|Af

return {

"type': 'error_spike',
'count': total_errors,
"top_errors': list(stats['error_counts'].items())[:3]

}

return None

def rejection_rate_rule(entry: dict, stats: dict) -> Optional[dict]:
TS RS 0fAL 2R
for strategy, s in stats.get('order_stats', {}).items():
if s['total']l > 10:
rejection_rate = s['rejected'] / s['total'l]

23



if rejection_rate > 0.1: # 10% O|xl
return {
"type': 'high_rejection_rate',
'strategy': strategy,
'rate': rejection_rate,
"total': s['total']

return None

4,2 21 7|8t Ejo|S! E|ZE MM

import numpy as np
from datetime import datetime, timedelta

class TradingReportGenerator:
"""2H|0lE 7|gk EBjo|T 2|ZE M
def __init__ (self, log_store: SQLitelogStore):
self.store = log_store

def daily_report(self, date: str) -> dict:
gl Eajolg 2|mE" "
orders = self.store.query_oxrders(
start_time=f"{date}T00:00:00",
end_time=f"{date}T23:59:59",
1limit=10000

if not orders:
return {'date': date, 'message': 'ZHz{ QI2'}

# Mefd 2y

strategy_stats = defaultdict(lambda: {
'orders': @, 'fills': @, 'rejects': O,
"total_volume': @, 'total_commission': 0,
'slippages': [], 'latencies': []

})

for order in orders:
s = strategy_stats[order['strategy']]
s['orders'] += 1

if order['status'] == 'filled':
s['fills'] += 1
if order['fill_quantity']:
s['total_volume'] += order['fill_quantity'] * (order['fill_price'] or 0)
if order['commission']:
s['total_commission'] += order['commission']
if order|['slippage_bps']:
s['slippages'].append(order['slippage_bps'])
elif order['status'] == 'rejected':

24



s['rejects'] += 1

if order['latency_us']:
s['latencies'].append(oxrder['latency_us'])

# 2|ZE 74

report = {
'date': date,
'total_orders': len(orders),
'strategies’': {}

for strategy, stats in strategy_stats.items():
slippages = np.array(stats['slippages']) if stats['slippages'] else np.array([0]
latencies = np.array(stats['latencies']) if stats['latencies'] else np.array([0]

report['strategies'][strategy] = {
'orders': stats['orders'],
'fill_rate': stats['fills'] / max(stats['orders'], 1),
'rejection_rate': stats['rejects'] / max(stats['orders'], 1),
"total_volume': round(stats['total_volume'], 2),
"total_commission': round(stats['total_commission']l, 2),
'slippage': {
"mean_bps': round(float(np.mean(slippages)), 2),
"max_bps': round(float(np.max(slippages)), 2),

}I
"latency': {
'mean_us': round(float(np.mean(latencies)), 0),
'p99_us': round(float(np.percentile(latencies, 99)), 0),
}I

return report

def error_report(self, hours: int = 24) -> dict:
"oz M 2[ZE"""
with self.store._connect() as conn:
rows = conn.execute("""
SELECT
event_type,
severity,
strategy,
COUNT(*) as count,
MIN(timestamp) as first_seen,
MAX(timestamp) as last_seen
FROM risk_events
WHERE timestamp >= datetime('now', ?)
GROUP BY event_type, severity, strategy
ORDER BY count DESC
mr o (f"-{hours} hours",)).fetchall()

return {
"period_hours': hours,

25



'events': [dict(row) for row in rows]

def format_report_text(self, report: dict) -> str:

[LRT] it = Al iz nnn
BlEEE 7| 4R YAER T

lines =

f'=—— 2o Egj|o|d 2|ZE: {report['date']} =",
f'"s =2 3. {report['total_orders']}",

for strategy, stats in report.get('strategies', {}).items():
lines.extend([
f"» {strategy}",

1)

return '\n'

FE: {stats['orders']} | MZE: {stats['fill_rate']:.1%} | HEE: {stat:
Helich2: {stats['total_volume']:,.0f} | ==2: {stats['total_commission'
Z2|T|X|: {stats['slippage']['mean_bps']:.1f}bps (max: {stats['slippage']
H|O|EIA|: {stats['latency']['mean_us']:.0f}us (P99: {stats['latency']l['p9

.join(1lines)

4.3 0| ¢ IHE XIS HX

class LogPatternDetector:
nn "EJ_O‘HA‘I Olé)l. EHEJ% xl_% 7|='-X|" nmn

def __init_ (self):
self._patterns = []
self._register_default_patterns()

def

def

_Tregister_default_patterns(self):

""U7|2 ol o S8

self._patterns = [
self._detect_rapid_oxrders,
self._detect_repeated_rejections,
self._detect_position_discrepancy,
self._detect_unusual_slippage,
self._detect_latency_degradation,

analyze(self, orders: List[dict]) -> List[dict]:

llllllE§ EHEl_'IO‘” EHgH _E_A_.! }éI%oH"""

findings =

(]

for pattern_func in self._patterns:

result

= pattern_func(orders)

if result:
findings.extend(result if isinstance(result, list) else [result])
return findings
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def _detect_rapid_orders(self, orders: List[dict]) -> List[dict]:

def

def

TUUHI AN O 2 WE % T2 K|
findings = []
strategy_orders = defaultdict(list)

for order in orders:
strategy_orders[order.get('strategy’,

'')].append(order)

for strategy, strat_orders in strategy_orders.items():
sorted_orders = sorted(strat_orders, key=lambda x: x.get('timestamp', ''))

for i in range(1l, len(sorted_orders)):
t1
t2

gap_ms = (t2 - tl).total_seconds() * 1000

if gap_ms < 1@0: # 1@0ms 0|3+ Z+A
findings.append({

"pattern': 'rapid_orders',

'severity': 'warning',
'strategy': strategy,
'gap_ms': gap_ms,

'message': f'{strategy}: 9

})
return findings
_detect_repeated_rejections(self, orders:
nn llel.% _?;-IOI_I_O—l H._I'E 7_I_|?{_ 7E'.x|" nn
findings = []

rejection_reasons = Counter()

for order in orders:

List[dict]) -> List[dict]:

if order.get('status') == 'rejected':
reason = order.get('error_message', 'unknown')
rejection_reasons[reason] += 1
for reason, count in rejection_reasons.items():
if count >= 5:
findings.append({
'"pattern’': 'repeated_rejections',
'severity': 'error',
'reason': reason,
'count': count,
'message': f'gt= HE {count}3|: {reason}'

})

return findings

_detect_position_discrepancy(self, orders:

CUERM YR 2R (23|
findings = []
positions = defaultdict(float)

27

List[dict]) -> List[dict]:

datetime.fromisoformat(sorted_orders[i-1].get('timestamp',
datetime.fromisoformat(sorted_orders[i].get('timestamp’,

"').rstrip("
).rstrip('Z’

= F& 244 {gap_ms:.1f}ms — F2= H1 Jtsd’



def

for order in sorted(orders, key=lambda x: x.get('timestamp', '')):

if order.get('status') != 'filled':
continue

symbol = order.get('symbol', ''")

side = order.get('side', '')

gty = order.get('fill_quantity', 0)

if side == 'BUY':
positions[symbol] += qty
else:
positions[symbol] -= qty

for symbol, net_pos in positions.items():
if abs(net_pos) > @ and abs(net_pos) < 0.0001:
findings.append({
"pattern’': 'position_dust',
'severity': 'info',
"symbol': symbol,
'residual': net_pos,
'message': f'{symbol}: Zto] ZX|M {net_pos} — A=A HUEZ o|%

})

return findings

_detect_unusual_slippage(self, orders: List[dict]) -> List[dict]:

nn IIHIXO.IAOI. %Elﬂlxl 7DI.X|II nn
findings = []
slippages = [

(o.get('strategy', ''), o.get('symbol', ''), o.get('slippage_bps', 0))
for o in orders
if o.get('slippage_bps') and o.get('status') == 'filled'

if len(slippages) < 10:
return findings

values = [s[2] for s in slippages]
mean = np.mean(values)
std = np.std(values)

for strategy, symbol, slip in slippages:
if std > @ and abs(slip - mean) > 3 * std:
findings.append({

"pattern’': 'unusual_slippage’,
'severity': 'warning',
'strategy': strategy,
"symbol': symbol,
'slippage_bps': slip,
'mean_bps': round(mean, 2),
'z_score': round((slip - mean) / std, 2),
'message': f'{strategy}/{symbol}: H|HA &2|H|X| {slip:.1f}bps (Z

28
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})
return findings

def _detect_latency_degradation(self, orders: List[dict]) -> List[dict]:
"N EEA 2 O[RIA| o5 2K
findings = []
latencies = [
o.get('latency_us', 0)
for o in sorted(orders, key=lambda x: x.get('timestamp', ''))
if o.get('latency_us')

if len(latencies) < 50:
return findings

first_half = np.mean(latencies[:len(latencies)//2])
second_half = np.mean(latencies[len(latencies)//2:])

if second_half > first_half * 1.5:
findings.append({
"pattern’': 'latency_degradation',
'severity': 'warning',
'first_half_us': round(first_half, 0),
'second_half_us': round(second_half, 0),
'increase_pct': round((second_half - first_half) / first_half * 100, 1),
'message': T'HO|EIA| &t5}: {first_half:.0f}ps - {second_half:.0f}ps (+{(secon
})

return findings

H|5%H: 23 7|4k Mz

5.1 EYlo|= 2|Z|0] Al A

HAZAZ 7| = £ AF| o 2H S RoAgLCY.

from typing import Generator

class TradeReplayer:
"""?_j_ 7|HI_I_EE”0|E E—l%a‘”olAléEl'—i!"""

def __init_ (self, log_store: SQLitelLogStore, file_manager: LogFileManager):
self.store = log_store

self.file_manager = file_manager

def replay_order(self, order_id: str) -> dict:

TS FEo| WA HYAE HH
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def

orders self.store.query_orders(limit=10000)
target = None
for o in orders:

if o.get('order_id') == order_id:
target = o
break

if not target:
return {'error': f'FZ& {order_id} &S £ 9l2'}

# o7t IDZ &3 O[HE =X

corr_id = target.get('correlation_id', '')

# 22 O[HIE X3
related_orders = [
o for o in orders
if o.get('correlation_id') == corr_id and corr_id

# AE d= A|Z OO0 211 =3

timestamp = target.get('timestamp', '')
market_context = self._get_market_context(timestamp, target.get('symbol', ''))
return {

'order': target,

'related_events': related_oxrders,

'market_context': market_context,

"timeline': self._build_timeline(related_orders),
'analysis': self._analyze_decision(target, market_context)

_get_market_context(self, timestamp: str, symbol: str) -> dict:

mnn II¥E_ Alxm-l_o_l Alxol_ Aol,iol_ XHglj" nn

date = timestamp[:10]

market_log_path = self.file_manager.get_log_path('market_data', datetime.fromisofoxn

context = {
'symbol': symbol,
"timestamp': timestamp,
"nearby_ticks': []

if not market_log_path.exists():
return context

FE2A™E MZF 5= o8 =

target_time = datetime.fromisoformat(timestamp.rstrip('zZ"))

with open(market_log_path, 'r') as f:
for line in f:
try:
entry = json.loads(line)
entry_time = datetime.fromisoformat(entry.get('timestamp', '').rstrip('Z

30



diff = abs((entry_time - target_time).total_seconds())

if diff <= 5 and entry.get('data', {}).get('symbol') == symbol:
context['nearby_ticks'].append(entry)
except (json.JSONDecodeError, ValueError):
continue

return context
def _build_timeline(self, events: List[dict]) -> List[dict]:

"UolHIE EfRJarel B
timeline = []

for event in sorted(events, key=lambda x: x.get('timestamp', '')):
timeline.append({
"time': event.get('timestamp', ''),
'status': event.get('status', ''),
'details': f"{event.get('side', '')} {event.get('quantity', '')} @ {event.ge

"latency_us': event.get('latency_us')

})
return timeline

def _analyze_decision(self, order: dict, market_context: dict) -> dict:
nn "DHDH 7E:|xo.| _E_&‘{H nn
analysis = {
'order_type': order.get('order_type', ''),

"execution_quality': '"unknown'
}
# MZ Z& "ot
if order.get('status') == 'filled' and market_context.get('nearby_ticks'):

prices = [
t['data'].get('price', 0)
for t in market_context['nearby_ticks']
if t.get('data', {}).get('price')

if prices:
mid_price = np.mean(prices)
fill_price = order.get('fill_price', 0)

if fill_price and mid_price:
improvement = (mid_price - fill_price) / mid_price * 10000
if order.get('side') == 'SELL":
improvement = -improvement

analysis['mid_price_at_time'] = round(mid_price, 2)
analysis['fill_price'] = fill_price
analysis|['price_improvement_bps'] = round(improvement, 2)
analysis['execution_quality'] = (

'good' if improvement > 0

else 'fair' if improvement > -5

else 'poor'
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return analysis

class StrategyDebugger:
nn "leéF EE! ElH‘Ia E?‘" nn

def __init__ (self, log_store: SQLitelogStore):
self.store = log_store

def find_missed_opportunities(

self,
strategy: str,
date: str,

signal_threshold: float = 0.02
) -> List[dict]:

"t ojoy 715 24

# MBIt UMK F20| YU 22

# signal 2%l order ZEIECHE

missed = []
# AN LEE signal 21 UM EA
return missed

def analyze_losing_trades(
self,
strategy: str,
date: str
) -> dict:
"t e oHE 2ot
orders = self.store.query_orders(
strategy=strategy,
start_time=f"{date}T00:00:00",
end_time=f"{date}T23:59:59",
status='filled"',
1imit=10000

# Oj%-0)= Mo = DESkSt0f Pl 4t
trades = self._pair_trades(orders)

losers = [t for t in trades if t['pnl'] < 0]
winners = [t for t in trades if t['pnl'] >= 0]

analysis = {
"total_trades': len(trades),
'winners': len(winnezrs),
'losers': len(losers),
'win_rate': len(winners) / max(len(trades), 1),

if losers:
loss_amounts = [t['pnl'] for t in losers]
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analysis['avg_loss'] = round(np.mean(loss_amounts), 2)
analysis['max_loss'] = round(min(loss_amounts), 2)
analysis['loss_patterns'] = self._identify_loss_patterns(losers)

return analysis

def _pair_trades(self, orders: List[dict]) -> List[dict]:
"IIHDH_/'\__DHE $_E_% Aé’.g?_ DHiOIHIIH
trades = []
open_positions = defaultdict(list)

for order in sorted(orders, key=lambda x: x.get('timestamp', '')):
symbol = order.get('symbol', '')
side = order.get('side', '')

price = order.get('fill_price', 0)
gty = order.get('fill_quantity', 0)

if side == 'BUY':
open_positions[symbol].append({'price': price, 'quantity': qty, 'time': oxrde
elif side == 'SELL' and open_positions[symbol]:

entry = open_positions[symbol].pop(0@)
pnl = (price - entry['price']) * qty
trades.append({
"symbol': symbol,
'entry_price': entry['price'],
'exit_price': price,
"quantity': qty,
'pnl': round(pnl, 2),
'entry_time': entry['time'],
'exit_time': order['timestamp'],
"hold_duration': order['timestamp'] # ZI=fs}

})
return trades

def _identify_loss_patterns(self, losers: List[dict]) -> List[str]:
llllll_jEAel 7‘IEH_O_| _g%EHEI__I A_ll:éq"ll"

patterns = []

# ofE 1: WE &H (ER A2t < 12)
quick_stops = [t for t in losers if t.get('hold_duration_sec', float('inf')) < 60]
if len(quick_stops) > len(losers) * 0.3:

patterns.append("#tE && B — ZIQ EfO|U IHHE HR")

# DHE 2: Z ¢ &4
if losers:
loss_values = [abs(t['pnl']) for t in losers]
if max(loss_values) > np.mean(loss_values) * 3
patterns.append ("= CHE &4 — &F 6t HA EHR")

# OHE 3: oAz &4
consecutive = 0
max_consecutive = 0
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for t in losers:
consecutive += 1
max_consecutive = max(max_consecutive, consecutive)

if max_consecutive >= 5:
patterns.append ("= {max_consecutive}s| &4 — A|Z |7 B3l IFsM")

return patterns

import re
import hashlib

class LogSanitizer:
"""?_j DI_Ijnl_ KO.IE Dl‘ﬁg"”"

PATTERNS = [

def

def

def

# API 7|

(r'(?i) (apil[_-1?key|apikey) ["\s:=]+["\"']?([a-2A-Z0-9]1{16,})"', T'\1=***MASKED***'),
# Al3E

(r'(?1)(secret|password|token)["\s:=]+["\"']1?([a-2zA-Z0-9+/=]1{8,})"', r'\1=***MASKED***
# IP A& (MEHHN)

(r'\b(\d{1,3}\.\d{1,3}\.\d{1,3})\.\d{1,3}\b"', r'\1.*¥**"),

# o|oj

(X' [\W.-T+@[\w. -]+\ \w+ ', ' H**k@k*x Fxkr),

__init__ (self, additional_patterns: Optional[List[tuple]] = None):
self.patterns = self.PATTERNS.copy()
if additional_patterns:

self.patterns.extend(additional_patterns)

sanitize(self, text: str) -> str:
"zt He otag Mg
result = text
for pattern, replacement in self.patterns:

result = re.sub(pattern, replacement, result)
return result

sanitize_dict(self, data: dict) -> dict:
"rEMU2lel RE 2X1Y o opaZ Hg
sanitized = {}

for key, value in data.items():
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if isinstance(value, str):

# 7| o|Fo| 2izet B2

if any(s in key.lower() for s in ['key', 'secret',6 'password',

sanitized[key] = '***MASKED***'
else:
sanitized[key] = self.sanitize(value)
elif isinstance(value, dict):
sanitized[key] self.sanitize_dict(value)
else:
sanitized[key]

value

return sanitized

class AuditlLogger:

nn nﬂ_xo_l ?'_S_/F% -?—Iﬁf ?:Il,Al_ Ej_In nn

def

def

=)

__init__ (self, log_store: SQLitelLogStore, sanitizer: LogSanitizer):

self.store = log_store
self.sanitizer = sanitizer

log_trade_decision(

self,
strategy: str,
symbol: str,

decision: str,

rationale: dict,

market_state: dict,

timestamp: Optional[str] = None

nn "DHDH 7E:|§.)|0‘” EHgI_I_ |7:|I-A|' Ej" nn

entry = {
"timestamp': timestamp or datetime.utcnow().isoformat() + 'Z',
"type': 'trade_decision',

'strategy': strategy,
"symbol': symbol,
'decision': decision,
'rationale': self.sanitizer.sanitize_dict(rationale),
'market_snapshot': {
'bid': market_state.get('bid'),
'ask': market_state.get('ask'),
"volume_24h': market_state.get('volume_24h'),

}I
'hash': '' # 2ZAXM olfA|

FZY Al MY
content = json.dumps(entry, sort_keys=True)
entry['hash'] = hashlib.sha256(content.encode()).hexdigest()

self.store.insert_order_log(
timestamp=entry['timestamp'],
order_id="'",
strategy=strategy,
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symbol=symbol,

side=decision,

order_type='audit',

quantity=0,

status='audit',

raw_data=json.dumps(entry, ensure_ascii=False)

def verify_log_integrity(self, date: str) -> dict:
Cr2I N HE
orders = self.store.query_orders(
start_time=f"{date}T00:00:00",
end_time=f"{date}T23:59:59",
1imit=100000

total = len(orders)
verified = 0
tampered = 0@

for order in orders:
raw = order.get('raw_data')
if not raw:
continue

try:
data = json.loads(raw)
stored_hash = data.pop('hash', '")
computed = hashlib.sha256(
json.dumps(data, sort_keys=True).encode()
) .hexdigest()

if computed == stored_hash:
verified += 1
else:
tampered += 1
except (json.JSONDecodeError, KeyError):
continue

return {
'date': date,
"total_records': total,
'verified': verified,
"tampered': tampered,
'integrity': 'OK' if tampered == @ else 'COMPROMISED'

6.2 21 HZE Xz

class LogRetentionPolicy:

IIIIHEJ _I?I_Z.'_S gﬂ! _—Itll_alllllll
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DEFAULT_POLICIES = {
'market_data': {'hot_days': 3, 'warm_days': 30, 'cold_days':
'order': {'hot_days': 30, 'warm_days': 180, 'cold_days': 365

90},
* 3}'

'fill': {'hot_days': 3@, 'warm_days': 180, 'cold_days': 365 * 3},

'signal': {'hot_days': 7, 'warm_days': 60, 'cold_days': 180},

'risk': {'hot_days': 9@, 'warm_days': 365, 'cold_days': 365 * 5},

'audit': {'hot_days': 365, 'warm_days': 365 * 3, 'cold_days':
'performance': {'hot_days': 30, 'warm_days': 9@, 'cold_days':
'system': {'hot_days': 7, 'warm_days': 30, 'cold_days': 90},
'error': {'hot_days': 30, 'warm_days': 90, 'cold_days': 365},

def __init_ (self, file_manager: LogFileManager):
self.file_manager = file_manager
self.policies = self.DEFAULT_POLICIES.copy()

def enforce(self):
“rEE EMY 2N g
for category, policy in self.policies.items():
# Hot - Warm: Q=
self.file_manager.compress_old_logs(
days_threshold=policy['hot_days']

# Cold 0|F: AlM| (EE= ofFto|H)
self.file_manager.delete_old_logs(
days_threshold=policy['cold_days']

print("21 E= MM XME

=3 )
print(f"C|A3 AtE2F: {self.file_manager.get_disk_usage()}")

o

=n
o=,

import asyncio
import yaml
from pathlib import Path

class TradinglLogSystem:
IIIIII%E}_ EE_”oll—al ?_j_ AléEt.I!llllll

def __init_ (self, config_path: str = "config/logging.yaml"):
self.config = self._load_config(config_path)
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def

# s HZHE =7|35}
self.logger = TradinglLogger (
name=self.config.get('service_name', 'trading-bot'),
log_dir=self.config.get('log_dir', 'logs'),
console_level=getattr(
logging, self.config.get('console_level', 'INFO')

)

self.file_manager = LogFileManager(self.config.get('log_dir"',

self.db_store = SQLitelogStore(
self.config.get('db_path', 'logs/trading_logs.db"')

)

self.sanitizer = LogSanitizer()

self.order_logger = OrderLifecyclelLogger(self.logger)

self.analyzer = RealTimelLogAnalyzer()

self.pattern_detector = LogPatternDetector()

self.report_generator = TradingReportGenerator(self.db_store)

self.retention = LogRetentionPolicy(self.file_manager)
self.correlation_tracker = CorrelationTracker()

# H|=7| d{m
self.async_buffer = AsyncLogBuffer(
flush_interval=self.config.get('flush_interval', 1.0),

writers=[self._write_to_db, self.file_manager.write_batch]

# 28 73 S5
self.analyzer.add_alert_rule(error_spike_rule)
self.analyzer.add_alert_rule(rejection_rate_rule)

_load_config(self, path: str) -> dict:
try:
with open(path) as f:
return yaml.safe_load(f)
except FileNotFoundError:
return {}

async def start(self):

nn "?_j_ AlﬁEﬂ‘” AIE‘}_" nn
asyncio.create_task(self.async_buffer.start())
print ("E0|E Z A|AHE AXf")

async def stop(self):

"UMEIAAH MM SR

self.async_buffer.stop()

await asyncio.sleep(2) # Zt0§ 21 Z2{A|CH7|

print(f"2 A|AEHI 52 — E7|: {self.async_buffer.stats}")

def _write_to_db(self, batch: List[dict]):

" "DBOf| H{X| 7|= """
for entry in batch:
category = entry.get('category', '')
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if category in ('order', 'fill'):
self.db_store.insert_order_log(**entry.get('data', {}))

async def daily_maintenance(self):
"t RXIES FEMT
#1. 2O 2= MM Hg
self.retention.enforce()
# 2. U 2|ZE MY
yesterday = (datetime.utcnow() - timedelta(days=1)).strftime('%Y-%m-%d")
report = self.report_generator.daily_report(yesterday)
report_text = self.report_generator.format_report_text(report)

# 3. Ol i EA

orders = self.db_store.query_orders
start_time=f"{yesterday}T00:00:00",
end_time=f"{yesterday}T23:59:59",
1imit=100000

)

findings = self.pattern_detector.analyze(orders)

# 4. C|A3 AL ol
disk_usage = self.file_manager.get_disk_usage()

maintenance_report = {
'date': yesterday,
"trading_report': report,
"anomaly_findings': findings,
'disk_usage': disk_usage,
"buffer_stats': self.async_buffer.stats

# E|ZE XMZE

report_path = Path('logs') / 'reports' / f"{yesterday}_daily.json"

report_path.parent.mkdir(parents=True, exist_ok=True)

with open(report_path, 'w', encoding='utf-8') as f:
json.dump(maintenance_report, f, ensure_ascii=False, indent=2, default=str)

return maintenance_report

7.2 8% ot ojA|

# config/logging.yaml

service_name: "trading-bot"
log_dir: "logs"

db_path: "logs/trading_logs.db"
console_level: "INFO"
file_level: "DEBUG"
flush_interval: 1.0
max_buffer_size: 10000
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# ot Z2H|0|M

rotation:
max_bytes: 104857600 # 100MB
backup_count: 30

# FHEIO21E MF
categories:
market_data:
level: DEBUG
retention_days: 3

order:
level: INFO
retention_days: 365
fill:
level: INFO
retention_days: 365
signal:

level: DEBUG
retention_days: 30

risk:
level: WARNING
retention_days: 365

audit:
level: INFO
retention_days: 2555 # 74

# AP 47

alerts:
error_spike_threshold: 50
rejection_rate_threshold: 0.10
latency_spike_us: 100000

# Elasticsearch (MEH)
elasticsearch:
enabled: false
hosts: ["http://localhost:9200"]
index_prefix: "trading-logs"
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= 7
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o
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